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APls, SDKs, CLI
MEMB ERSHIP B LOCKCHAIN TRANSACTIONS CHAINCODE
Membership Blockchain Services Chaincode
Services Services
; ; Consensus Distributed
Registration
Manager Ledger S'ECU_"E
Container
Identity
Management
- P2ZP Ledger Secure
Auditability Praotocol Storage Registry
Event Stream
- LR |
Services
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— permissioned HIXBP4EMLE, EfEE Public Key Infrastructure

(PKI). EAOF—EUE,

€ Blockchain Services

Blockchain services {EFEZESI{E HTTP/2 tHY P2P MM REIBND KA.
IRHEMRIE R EZSRYR world state BIBIA, SREEERAVGURIRIREIR
TRFIGELIRNMY, L0 PBFT, Raft, PoW #] PoS %,

€ Chaincode Services

Chaincode services SiRft—fr£BRERPEETEN, K& VP T
34T chaincode 1248, IXEEA container 1%, BERY base HFERLS
HEBWIENEZ2EHE KR, 81F OS BfFFA& chaincode BNES. runtime #[
SDK =, Brix# Go. Jave #] Nodejs FRIES.

€ Events

£ blockchain W4REE, VP T3 m# chaincode £&1%X events A —Lolinfr
e, LUl chaincode 2RFREE, BrILIF£RPE4.

¢ APl #0 CLI

124t REST API, RiFEMAF. &8 blockchain #I&1X transactions, —L&
¥1%7 chaincode By API, FJLAAEHT transactions FIEERZER. T
Fra&E, FLUET CLI REXME chaincode, BEEEITIRZIRE.
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ns:key:blockNum:txNum = [Jbyte{}

‘Index’ of the blockchain
to track history of a key

Indexes point to block storage location
blockNum = block file + offset
blockHash - block file + offset o
‘Materialized view’ of the blockchain data,

organized by key for efficient queries.

txld = black file + offset
blockNum:txNum=* block file + offset

Two options:
*  LevelDB (default embedded KV DB) supports keyed
queries, composite key gueries, key range queries

CouchDB (external option) supports keyed queries,
composite key queries, key range queries, plus full
data rich queries
Immutable source of truth

7. E8EEY (Chaincode)

KO R TAHES =MESRBRRASEFIILANR BFT —EEiY , X=FhE
S

o HEES: 5 Go. JAVA HSHISEALIENSE, BHEALIERIESS
LR ERIF AR,

& FARES: FRLACHENIEEERSNINES, SHHRESEEEE
BReAIIITESS, FEMEEEFIEAN KV 8UEE, REREEMINEELEMW;
& HAES: BERNTRZBEFAMIHEHFRSREIE EIESRE.

'S
Deploy | Invoke/Query

Ej’y\iﬂ- v \ Bl

HEES LY T i i i

Txn Txn Txn Txn|||leee World State
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#1 Hyperledger Fabric v1.0 B9Z8%9%% Peer RYINAEIS Blockchain RUZUELER
MILRIRSHITHOE, HRIREM Peer T2 BEME, M7 Orderer
TRIEHLRRS, EFHINEEN, sKIlZ@EE(channel)lI4519, SEITEAR
ERNSESERN (SRR, eelEFAMH); XiFEENEEINEEF RIS ETEINEE,
H— B R AR RIE RSN 1.

membership
No SPoF |

- RN

&€, A

<1 I

NosPoT [~ - S |

/ peer :

+/ :

& ‘
i 4 o-service

application . g

1 Enwiﬂ—é 3 Relay Submit TX | 8 Order TXs in
SDK S~ = — % gcg:?:;n to
E— \% - .L_edg.er A A § consensgs
--
=< .
RZEmEHA

A NFAEFBRZREREEPNFLA,

B. ERRBNEREZ VN EBEN/HAMEREHSKEBRER., 518
PUTHERARS, LMBEEREXNFTRAPEINZIESR, FElE—MNE/5
FERNFTABEIEENREAE (BH) KELNHEERF.

C. NERFERZINERIRRLE Ordering IR,

D. Ordering IRBEIE—ME—ERS, FHEEIHEEERZNETIR;

E EXNFLREEI#RZE, WTENRE, ERWAREERREE, 7

WEIE/BELHSEHY

~B=.

X204

F. MIRATEEERET, WSZARXZIRREIKAE, A ERSETEETRRH

B R BRI

Application
(SDK)

4) Submit transaction
(includes RWSet)

1) Submit
proposal

3) Send proposal
response back
(includes RWSet)

Transaction
Reads(]
Wirites[]

Endorsing peer

* Query state DB for reads
+ Build RWSet

2) Execute chaincode to simulate proposal in peer

5) Ordering service

creates batch (block)
of transactions
Ordering
service

Transaction l
Reads[] H

i
Writes[] from ordering service

6) Receive batch (block) of transactions

7) Validate each transaction and commit block
+ Validate endorsement policy (VSCC)

» Commit block to blockchain
* Commit valid trans to state DB

Committing peer (all peers)

« Validate ReadSet versions in state DB (MVCC)
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tx=<clientiD,

chaincodelD,

txPayload,

i~ timestamp,

clientSig>

.
—_— @ o
—» =
Collect o—— %
TRANSACTION-ENDORSED 1 £ -
Msgs into a valid - =k | Senclura/Eqmuny 5
— Sign TRANSACTION-ENDORSED
endorsement that il |{ = (2) [0 0]
satisfies il "
endorsementPolicy i T o
(chaincodelD) (2) =
= A 3 =
broadcast{endorsement) ] — — 8
4 1
S [l ___;_;_.._--—-——""_'—_‘
- - I — T
o - Verify endorsement, readset
L FOK
apply writeset to state
dient{C) endorsing endorsing endorsing

peer (EP1) peer(EP2}) peer(EP3)

orderers

WHITEPAPER V1.0.0

(4]

(committing)
peer (CP1)

YiFZgE (Multi-Chain) /Zi@iE (Multi-Channel)
chain(§8) 265 Peer T, KA. ordering BEMIBIELEN, BEsEES
HIE(BE chaincode m)#HITRE, HE L ARIWFZHE TH RAREIBAGEA
FEEE"HEARER, B, — peer TRtBAILA25%IB4 chain F(@id

EANZ channel),

Ordering Service

Org 3 Peers

Gy
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BiEEEHIRRS (ordering)iIRMHA—FETWLE, 15 peer #1 orderer &E#
E_

e, — M EEERZEMOENER(EIN),; BEthSKA(edger)- K3
(worldstate) =K. HIRERSZS(P1. PN). (P1. P2, P3). (P2, P3)4AHs
T=MEERNAEE, IAEIAEIEERN Peer T meESHHIR R NEBEITNAY
MAFIRES.

Ordering Service

Chl| Ch2 Ch2{Ch3 Chl|Ch2|Ch3
BCl1 BC3 BC1 BC3
BC2 BC2 BC2
Peerl Peer2 Peer3

uEHnk (CA) BRSS

Certificate Authority (CA) GE=BMIREIE, XA Member Service &
Identity Service, CA IRFEMMHINAEN, BENMHEEHEIRTR R CA
(Root Server) FZEZ A HE CA (Intermediate CA) BH&/1 48 CA
RS LT E— CA IRSSEERE, CA IRBEEHEIRIEN HAproxy 3L

MaEYE, CA RSEERESHBICEEIEREM.
'1./ Cluster of 7\\

Fabric-CA Servers

Fabric-CA
Root Server

i{ Fabric-CA

——— Intermediate Server o
e — — -
—

‘apifvi/cissiienroll
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Public Key Infrastructure - Hierarchy

Root Certificate
Authority

Intermediate Certificate Authorities

R RIY QI3 C H L

ECerts ECerts TCerts TCerts TLSCerts TLSCerts CDdeSIg nerCerts

V. LME #=&=oEeA =,

1. BFHEDELE

LME REFLUKY ERC20 fofERH, B& 1000124

DBCER Al Kh#E
EE2He 80% 80012
UNZke) 10% 10012
ATHAZEHS 3% 3012
IR 5% 5012
T R EBAR N 2% 2012
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