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[Technology Architecture: Security Intelligence Platform for Blockchain]
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[Collective Intelligence]

A A
S-Wallet Threat Reputation Database
[Security Wallet] TRDB
Y v [Blockchain]
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Filtering Engine
~ / Data Field
User Data e N
Transaction data ) ) Interactive o Wallet f\ddress
Input data Machine Learning T Cooperation T * Date/Time
System log Engine < Framework(ICF) < ¢ Domain
% — 5 e URL
Raw packet data AN J @ @
e |P Address
Process status o« Dashboard (i ]
etc ( N e Filename
' o Filehash
Distributed Sandbox e Description
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Advanced Features

« S-Wallet : S8 ot X|Z&t
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[Security Intelligence Platform for Blockchain (SIPB) Process Flow]

Update analyzed
case

(2)Updating

User TRDB ML Engine D-Sandbox The Sentinels

AutoReport(AR) | > :
' (1)Que Lookup ”: ' : '

E database ! i : E
€«——(2)Response——} ; : '

' Return values ! : H !

I (3)Request . ; ;

: ' If result value is '0' put ! ' '

E : ML ! 5
‘€«——(4)Response/Request : ' '

! Return values if value singel by ML asking to ! H H

: submit_ ! ; ;

L Il / I ! »' :

H ' (S)Submit ' Submit suspicious files 'i '
< : (6)Respon ; : E
' Return values ! (6)Resp H H '

: E 5 : (7)AR request—>

H H ! : Auto case creation

' i€ : . . ! ;

! " Update analyzed : (8)Updating | '

' ; case ! : '
ManualReport(MR) | ' ; E '
; Z (1)MR Submission ! Manualcase .

E E ' creation E
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8. Updating : Threat DBE S4IE dEE= &4 F|4lo= AHO|EELICE

I

== 51 (Manual Report)
AEA= 2502 APZ|M HMEO| CHst HTE o 4 QI&L|CE
1. MR Submission : 2|&AZ{2 Domain, URL, At7|d Fa L otAS0| cist HEE The
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Phase 1 - Sentinel Protocol of The Cryptocurrency World

HQ R&D center open in Singapore, APAC

18 Jan
HQ R&D center security researchers integrate cybercrime, scam information existing in

history, indexing into blockchain scheme Threat Reputation Database (TRDB)

Regional R&D center developing Interactive Cooperation Framework (ICF) interface

18 Feb | SIPB prototype beta test

18 Mar | SIPB testnet launch with token issuance

Phase 2 - Proof of Protection

18 Jun Public SIPB best release : The Sentinel Protocols serviced by sentinel protocol collective
portal

18 Jul Mainnet launch (The manual report of TRDB feature enabled into mainnet)

Phase 3 - Self Purification

18 Nov | Machine learning engine beta test

Machine learning engine feature release (auto report applied) beta
18 Dec

Distributed sandbox (D-sandbox) release

Phase 4 - Self Evolution

2019 | Machine learning based Fraud Detection System (FDS) release into mainnet
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[ 1] SANS Institute InfoSec Readlng Room /IT Securrty Spendlng Trends

[2 ] Cyber security market report https //cvbersecurltvventures com/cvbersecurltv market report/

[ 31Hard Fork Completed: h . 7/20/hard-fork-

[ 4] bitcoin: hﬂpLLLbMQMQLngMMDdf

[ 5] Rep on the block: A next generation reputation system based on the blockchain

- htto://i . | 2412073

[ 6 1 BlockSci Traces Transactions Performed With Dash, ZCash, and Other Currencies
https://themerkle.com/blocksci-succesfully-traces-transactions—-performed-with-dash-zcash-and-other-
currencies/

[ 71 A behavioural-based approach to ransomware detection
:https://labs.mwrinfosecurity.com/assets/resourceFiles/mwri-behavioural-ransomware-

[ 8 1Bitshares: https://bitshares.org/technology/delegated-proof-of-stake-consensus/
[ 9] Proof of Stake FAQ: https://github.com/ethereum/wiki/wiki/Proof-of-Stake-FAQ

[ 10 ] Practical Byzantine Fault Tolerance: http://pmg.csail.mit.edu/papers/osdi99.pdf
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