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Abstract

Identity is the missing layer of Internet. The IP addresses are linked to ma-
chines, not humans. People can not tell the real identity of their counterpart of a
transaction. There is a huge need for an effective method to prevent duplicated or
fake accounts. A method to uniquely bind a human to an identifier to facilitate the
process of identity verification (IDV) is desirable. The identity of a user is fractured
and scattered among service providers. The tedious process of remembering differ-
ent passwords for login to websites is unnecessary. We can help users to reclaim
their sovereignty of identity back. Identity is broken. Let’s fix it.

IDHub is a digital identity platform based on blockchain. Benefited from de-
centralized architecture of blockchain and privacy protection via smart contracts,
IDHub empowers users with identity sovereignty: “I own my identity and I have full
control over my identity.” The design principles of IDHub are sovereignty, security,
and privacy. Security is achieved by the immutability of blockchain architecture
and encryption library such as NaCl. Privacy is provided by distributed storage
such as Kademlia. We also follow the guidances stated in the paper “Engineer-
ing Privacy.” An identity of IDHub is represented by a tree and a graph. Merkle
tree realizes the least disclosure of identity attributes. Identity graph illustrates
interactions among users. A key attribute of an identity is reputation. Accurate
evaluation of borrowers reputation is crucial for credit loans.

Comparing with the competitors, their business models have the problem of to-
ken consumption. Their token flow from inspector to holder and then to attestants.
The attestants collect significant amount of tokens but they do not answer the ques-
tion: “how the attestants will use the token?” This results in reluctant attestants.
We shall offer an incentive for attestants to join the ecosystem and a monetization
mechanism for the token. IDHub solves the problem through advertisements. The
advertisers will buy token from the attestants.

IDHub helps migrant workers, refugees, or economically disadvantaged by pro-
viding ubiquitous accesses to their digital identities. Combine with attestations
of authorities and third parties, IDHub facilitates the process of microcredit, dig-
ital payment, and financial inclusion. By building a transparent and reliable ID
as a Service (IDaaS) ecosystem, IDHub achieves our ambition: “One identity, one
world.”
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1 Value Proposition

We propose the IDH as a token of exchange in a blockchain based identity system which
focuses on sovereignty, security, and privacy. The IDHub system provides:

• Users: strong privacy and security when storing or authorizing identity attributes,
and a share of tokens.

• Attestants: improved revenue and a mechanism of monetization.

• Inspectors: less expensive verification process, less fraud, and instant response.

2 Introduction

2.1 Digital Identity

A digital identity is a set of attributes that correlates to an identifier. People without
identity are excluded from financial access and social welfare. According to World
Bank, two billion worldwide have no bank accounts [1]. The severity of people without
identities is recognized at a global level. The content of United Nations Sustainable
Development Goal 16.9 [2] states that by 2030, provide legal identity for all, including
birth registration. IDHub aims to help economically disadvantaged, migrant workers,
refugees, and unbanked by providing them a digital identity.

People without a legal identity can not apply for a bank account. People without a
bank account can not apply for a credit loan. It adds up a vicious cycle of poverty. The
bank account holding rate of 60 countries is illustrated in Figure 1. The diameter of each
country is proportional to its population. The countries whose bank account holding
rate below 20% are Turkmenistan, Guinea, Afghanistan, Iraq, Cameroon, Pakistan,
Egypt, Malawi, Haiti, and Nicaragua. Turkmenistan has the lowest rate, which is only
1.8%. They are mainly located in Central Asia, Western Africa, and Central America.
People in these regions can hardly participate in financial systems. We may improve
their lives by providing them an identity so that they are qualified for opening a bank
account. “Banking the unbanked,” as the slogan goes.

identity systems could be categorized into two schemes [3]. The foundational iden-
tity schemes are developed as universal multi-purpose systems capable of supporting the
entire range of needs for legal identity across all applications. The functional identity
schemes are developed in response to a specific application such as safety nets, finance,
healthcare, transport, immigration, and elections. In safety nets domain, the identity
systems remove fraud using uniqueness and electronic cash transfers. Regarding fi-
nance, they accelerate financial inclusion using digital banking and digital payments.
They track immunization of children in healthcare domain and issue driver’s licenses
in transport domain. They help immigration domain by tracking border crossings and
issuing passports. They also issue voter credentials to combat vote rigging in elections.
Classified in functional identity scheme, IDHub is an identity system which devotes to
safety nets and finance domains as highlighted in Figure 2.
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Figure 1: GDP per capita vs. the percentage of having a bank account

2.2 Related Countries

2.2.1 China

The local government of Chancheng district, Foshan city, Guangdong province, China
announced Intelligent Multifunctional Identity (IMI) [4] system in June 2017. Based on
blockchain and real name authentication, IMI deals with the problem of residents iden-
tification online. The three characteristics that IMI claimed are validated information,
credible source, and the least disclosure. All identity attributes on IMI are validated
because they are endorsed by authorities or other credible sources. Attestations from
different sources constitute an identity. A user may have an ID card attestation from
the government, an income attestation from a company, and a medical record attesta-
tion from a hospital. The least disclosure principle states that the data to be disclosed
should be within the smallest scope and returned in coarse-grained value, instead of raw
value. For instance, when a user applies for a loan, the value to be disclosed is the range
of income, not the exact income value. The residents in Chancheng who are verified by
the IMI will be granted access to government services. Using paired public and private
keys, the system is also said to be able to verify users’ identity automatically without
requiring them to be physically present at a service center.

2.2.2 Estonia

Estonia launched its e-Residency program on 1 December 2014. People around the
world may apply for e-Residency to obtain entry of the European Union business en-
vironment and access to public services. E-Residency facilitates company registration,
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Figure 2: Foundational and functional identity schemes.

document signing, exchange of encrypted documents, online banking, tax declaration,
and fulfillment of medical prescriptions. E-Residents pay tax in their native countries,
which provide them with the public services, not Estonia. Furthermore, e-Residents will
have their financial footprint monitored digitally, in a manner stated to be transparent.
E-Residency does not grant the right to reside in Estonia. Besides offering e-Residency
program, Estonia is evaluating a way of providing currency to e-Residents.

2.2.3 Malawi

Located in southern east of Africa, Malawi is one of a few African countries not both-
ered by civil war. Recognized as one of the most underdeveloped countries by United
Nations, 55% of Malawi people live under poverty line. Malawi relies on agricultural
products export heavily so that Economy of Malawi is sensitive to the price volatility
of international agricultural products. The fact that Malawi had no national identity
system until 2016 make it suitable to adopt digital identity.

2.2.4 New Zealand

Launched in 2013, RealMe [5] is an identity verification service backed by New Zealand
Post. RealMe enables New Zealand citizens to access identity and other online services
with one account. The first of two major RealMe functions is a single login to multiple
participating online services. If a RealMe account has been verified, it also works as
an online ID. The other is a control in privacy of personal information and protection
from identity theft. RealMe acts as a gatekeeper and does not store the information
shared by users. With the least of disclosed information, third parties can identify the
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user and get on with providing a service. [6]

2.2.5 Switzerland

Known as Crypto Valley, Zug is a city of Switzerland that supports cryptocurrency
entrepreneurship. Zug launches an Ethereum-based digital identity service which allows
residents to exercise digital signature. Zug has a plan to realize e-Voting in the Spring
of 2018.

2.3 Related Organizations

2.3.1 ID2020

ID2020 [7] is an alliance committed to improving lives through digital identity. The
four criteria they propose are personal, persistent, portable, and private. “Personal”
means unique to you and only you. “Persistent” means lives with you from life to death.
“Portable” means accessible anywhere you happen to be. “Private” means only you can
give permission to use or view data.

2.3.2 Decentralized Identity Foundation

On May 22 at Consensus 2017, panelists from Microsoft, uPort, Gem, Evernym, Block-
stack, and Tierion announced the formation of the Decentralized Identity Foundation
(DIF). The mission of DIF [8] is to build an open source decentralized identity ecosystem
for people, organizations, apps, and devices. DIF believes that the pillars of the new
ecosystem are decentralized identities anchored by blockchain IDs linked to zero-trust
data stores that are universally discoverable.

IDHub is planning to participate in ID2020 and DIF and to work with them together
to fix the identity problem. Among the four working groups of DIF, we are most
interested in “Storage & Compute” and “Attestations & Reputation.”

2.4 Identity System

The design principles of an identity system are sovereignty, security, and privacy. Cur-
rent identity systems are silos and each of them holds a part of identity attributes. The
identities of users are fragmented. The processes of signing to websites which requires
different usernames and passwords are tedious and totally unnecessary. The users lose
control and ownership of their identities and their privacy are sold for profit. This comes
to the first design principle of an identity system: sovereignty. The system should return
the control back to the users so that they can edit, update, and aggregate their iden-
tities seamlessly. The users may delete their accounts as they wish, that is, they have
the right to be forgotten. Security is another important principle. Centralized iden-
tity systems, such as Aadhaar, had been reported user data leaks. Centralized identity
systems are honey pots to hackers since the data they store are highly valuable and
the count of their servers are limited. The centralized architecture is also vulnerable to
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ransomware attack. The decentralization of blockchain based identity system raises the
cost of attack and thus provides security and robustness. Lastly, privacy is a crucial
concern of users. The blockchain technology is still in its infant stage of development
and is known for some shortages such as privacy. The blockchain is the ground for
security but other modules are needed to protect privacy. The basic idea of IDHub
design is to utilize blockchain, encryption library and distributed storage to realize the
three design principles of an identity system.

Figure 3: Design principles of an identity system
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3 Architecture

Based on the decentralization of blockchain, IDHub is a digital identity applications
platform which aims at providing ID as a Service (IDaaS). The amount of accounts
per person increases but personal data are controlled and held by service providers,
not users themselves. The separation of identity from application is a definite trend in
digital society. IDHub realizes the separation by establishing a portable identity man-
agement mechanism which reduces barriers and switching costs among service providers.
IDHub views identity as a digital asset. To enhance the credibility of claims, IDHub
incorporates external attestations as endorsements and builds a verifiable and reliable
digital asset ecosystem. IDHub plays a pivot role in data synchronization or migration
among service providers, especially when mutual trust does not exist. Besides, IDHub
helps local government and residents to build a sustainable and expandable identity
system.

The attributes associated with an IDHub identity are called claims. This term orig-
inated with claims-based identity, a way of asserting digital identity that is independent
of any particular system that needed to rely on it. Since a primary purpose of IDHub
identity management is to enable identity owners to easily assert and prove attributes
of their identities personal data, credentials, awards, and degrees. Claims management
is at the heart of IDHub architecture. An architecture for verifiable claims must dis-
tinguish the essential roles of core actors and the relationships between them; how do
they interact? A role is an abstraction that might be implemented in many different
ways. The separation of roles suggests likely interfaces or protocols for standardiza-
tion. The following roles exist in the architecture. Holder acquires attestations from
an attestant and selectively provides them to inspectors. Attestant issues attestations
to holders. Inspector requests attestations from holders in order to authenticate them.
Identifier registry mediates creation and verification of globally unique identifiers. The
registry must manage identifiers in a self-sovereign way. Repository stores and curates
attestations on behalf of holders. Verifier verifies attestations on behalf of inspectors.
For example, inspectors may provide deeper verification by applying certain industry-
specific business rules on attestations.

Main identity related actions are registration, attesting, and authorization. Users
register an identity through smart contracts and bind the identity with their private
key. Delegation is set in case of identity recovery is needed. The value and correctness
of users data are guaranteed by attestations from credible attestation issuers. Credible
individuals or organizations sign claims with their private key and inspectors verify the
claims with public key of the signers. Authorization module notifies users when third
party requests their data. Upon with acknowledgment of users, data in permission scope
are returned to third party.

The infrastructure of IDHub is a peer-to-peer network powered by blockchain nodes.
Utility layer is constituted by common functional components such as identifier registry,
claim definition, and proof verification. Four modules built on the infrastructure are
identity management, identity verification, dApp interface, and digital asset. The users
manage their identities through registration, attributes editing, links to other users, and
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Figure 4: Roles: Holder, Attestant, Inspector, and Verifier

recovery. Identity verification service includes OAuth and digital signature. Contract
server retrieves public data and action logs on blockchain. DApp interface service
facilitates the interaction between dApp and blockchain. Digital asset service evaluates
the current value of user’s identity and provides transaction capability. The services
are used to develop solutions in finance, education, healthcare, commerce, and travel
domains.

Figure 5: IDHub architecture
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3.1 Claim

A claim is a set of attributes which assigned by users themselves. Identity attributes
should follow the format of schema.org whenever possible. Some of the listed attributes
are identifier, image, familyName, givenName, email, address, telephone, birthDate,
birthPlace, netWorth, jobTitle, height, and weight [9]. The correctness of self-declared
claims may be challenged. Claims become valuable when they are endorsed by author-
ities, that is, an attestation is issued and attached to the claims.

3.2 Attestation

The validity of a claim is guaranteed by its attestation which is in the format of JSON
Web Token (JWT) [10]. JWT is an open standard (RFC 7519) that defines a compact
and self-contained way for securely transmitting information between parties as a JSON
object. This information can be verified and trusted because it is digitally signed. The
structure of JWT consists of three parts separated by dots, which are header, payload
and signature. The header consists of the type of the token, which is JWT, and the
hashing algorithm being used, such as ES256k or RSA. Payload contains the claims.
Claims are statements about an entity and additional metadata. Some of reserved
claims are issuer, expiration time, subject, audience. Signature is obtained through
signing the encoded header and the encoded payload with private key and the specified
algorithm in the header. The signature is used to verify the issuer of the JWT and to
ensure that the message remains intact along the transmission.

3.3 Credential Management

Attestations of identity attributes are valuable and sensitive. A satisfying credential
management system fulfills the least disclosure principle which states the identity system
should disclose the minimum amount of information about a given entity needed to
facilitate the transaction and no more. The reason for following this principle is to
both maintain privacy and mitigate the potential side effects of disclosure. The nature
of Merkle tree suits least disclosure principle well. A Merkle tree is a tree in which
every leaf node is labeled with a data block and every non-leaf node is labeled with
the cryptographic hash of the labels of its child nodes. Merkle trees allow efficient and
secure verification of the contents of large data structures. Least disclosure is achieved
by providing specific hash, therefore only needed data are disclosed.

3.4 Authorization

Authorization is brought into play when a third party requests user data. Data within
the scope specified by user are granted if user permits the authorization. OAuth 2.0
is implemented in the authorization process of IDHub. The OAuth 2.0 authorization
framework [11] enables a third party to obtain limited access to an HTTP service on
behalf of a resource owner by orchestrating an approval interaction between the resource
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owner and the HTTP service. OAuth 2.0 provides third parties a delegated access to
server resources on behalf of resource owners without sharing their passwords.

3.5 Identity Graph

An identity graph is a representation of actions among identities. In the graph, nodes are
identities and edges are actions. The actions includes adding a friend, an endorsement,
and a comment. By converting actions to transactions on blockchain, the reputation of
identity can be calculated according to transactions logs. Flow-based programming [12]
is suitable for handling data flow in the identity graph since it views an application as
a network of asynchronous processes communicating by streams of data chunks. The
focus is on the application data and the transformations applied to it to produce the
desired outputs. The network is defined externally to the processes.

An identity of IDHub system is represented by a tree and a graph. Claims and
attestations of the identity are stored in a Merkle tree while the interactions with other
identities are stored as an identity graph.

3.6 Privacy Protection

We put privacy protection at the heart of IDHub design. An identity system should view
privacy as top priority to earn trust from users. The eight privacy design strategies are
grouped into two classes: data-oriented strategies and process-oriented strategies [13].
Data-oriented strategies includes MINIMISE, HIDE, SEPARATE, and AGGREGATE.
The amount of personal data that is processed should be restricted to the minimal
amount possible. Any personal data, and their interrelationships, should be hidden
from plain view. Personal data should be processed in a distributed fashion, in separate
compartments whenever possible. Personal data should be processed at the highest
level of aggregation and with the least possible detail in which it is useful. Process-
oriented strategies includes INFORM, CONTROL, ENFORCE and DEMONSTRATE.
Data subjects should be adequately informed whenever personal data is processed. Data
subjects should be provided agency over the processing of their personal data. A privacy
policy compatible with legal requirements should be in place and be enforced. Be able to
demonstrate compliance with the privacy policy and any applicable legal requirements.
The eight privacy design strategies are diagrammed in Figure 6.

To enforce these strategies, data collection is minimized. Each data request must
be approved by user. The returned data are coarse grained, not the raw data. Users
are encouraged to save their data on cloud storage.

3.7 Security

IDHub stores index of data on blockchain and value of data in distributed storage sys-
tem, such as Kademlia [14]. Blockchain is famous for its transparency and immutability.
Data on blockchain are immutable unless attackers dominate the majority of comput-
ing power of the blockchain, which is infeasible. Kademlia is a peer-to-peer distributed
hash table which defines the distance between hash keys as their bitwise exclusive or
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Figure 6: Eight privacy design strategies.

(XOR). With its novel XOR-based metric topology, Kademlia has desirable features
such as provable consistency and performance, latency minimizing routing, delay-free
fault recovery, and a symmetric, unidirectional topology. Kademlia uses parallel, asyn-
chronous queries to avoid timeout delays from failed nodes. The algorithm with which
nodes record each others existence resists certain basic denial of service attacks. Us-
ing a distributed storage system, IDHub is more secure and robust than a centralized
identity system, such as Aadhaar. Security can be further enhanced by encryption be-
fore storage. An ideal example of encryption tool is NaCl [15] [16]. NaCl (pronounced
“salt”) is a high-speed library for network communication, encryption, decryption, and
signatures.

3.8 Uniqueness

The uniqueness plays a crucial role in the identification process of social welfare pay-
ment and the elimination of fictitious workers. A unique identity ensures that no citizens
receive duplicate social welfare payments. Nigeria implemented an digital identity sys-
tem for civil servants and removed fictitious workers to save $76.6 million annually [17].
Biometric identification refers to identifying an individual based on physiological or be-
havioral characteristics. Biometrics such as face, facial thermogram, fingerprints, hand
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geometry, iris, retinal pattern, signature, and speech are evaluated and compared [18].
The most desirable biometrics are fingerprints and iris. They are adopted by Aadhaar
to distinguish users. Besides them, facial thermogram looks promising. The underlying
vascular system in the human face produces a unique facial signature when heat passes
through the facial tissue and is emitted from the skin [19]. A facial thermogram is an
image of facial signatures captured by an infrared camera. It is unique to each individual
and is not vulnerable to disguises. Even plastic surgery, which does not reroute the flow
of blood through the veins, have no effect on the formation of the facial thermogram.
The steps of converting a fingerprint to a QR code involves [20]: extracting the core
point of fingerprint, extracting features of fingerprint, converting features to numerical
values, and generating a QR code by numerical values. The most common method
used to find the core point is the Poincaré index method. In fingerprints, minutiae,
the discontinuities in the ridge pattern, are major features which are used to compare
one print with another. Two types of minutia, the ridge ending and the bifurcation are
selected for feature extraction.

Figure 7: Fingerprint ridge patterns and minutiae.

IDHub realizes the uniqueness of identity by two types of biometrics: fingerprints
and iris. Facial thermogram will be considered when its cost is evaluated as affordable.

3.9 Portability

The fact that identities of user are scattered among websites is cumbersome. Repeated
login to different websites everyday is inconvenient and unnecessary. Worse yet, the
formats of identity attributes on websites are incompatible, making them silos. Iden-
tity sovereignty refers to users have full control over their identities. One indicator of
sovereignty is that user can switch among websites seamlessly. IDHub makes identity
portable by exporting attributes from social networks and then synchronizing to di-
aspora [21]. Diaspora is a privacy-aware, user-owned, distributed, open source social
network. Social networks profit by analyzing user interactions and using this to adver-
tisement. Diaspora does not use user data for any purpose other than allowing user to
connect and share with others.
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4 Competitive Landscape

4.1 Aadhaar

The amount of social welfare subsidy that government of India transfers to citizens
living below poverty line is reduced by corrupted officers. To tackle this problem, each
recipient should be identifiable so that transferring subsidy to them directly is possible.
Aadhaar[22] number is a 12 digit unique-identity number issued to Indian residents. The
Aadhaar number, due to its uniqueness property, serves as a natural financial address
for sending payments to accounts of beneficiaries. Using Aadhaar as financial address
gives end to end traceability of an individual’s entitlement. Government puts in subsidy
to an Aadhaar number and the beneficiary with the Aadhaar number takes out subsidy
at a microATM. Aadhaar enables the economically disadvantaged and marginalized
to access public services and welfare entitlements by disintermediation. 1.171 billion
Aadhaar numbers had been issued. Deduplication is one of the main goals that Aadhaar
devoted to. Aadhaar distinguish residents by collecting their biometric information such
as photograph, ten fingerprints and two iris scans. Aadhaar stores residents data in
MySQL databases.

4.2 Civic

Civic [23] proposes a method to reduce the costs of identity verification industry. Or-
ganizations that have investigated in identity verification services may monetize their
processes. Building on the distributed data model, the attestation model, and the token,
Civic will provide a platform for attestations to be shared between identity verification
service providers in order to compensate participants, and keep users in full control of
their data. Civic stores a user’s data on the user’s phone using encryption and biometric
locks. The verification process for user data is conducted by Civic. Once fully verified,
the attestations to data are written by Civic to the blockchain. Civic’s identity partners
can request a user’s data through custom QR codes to be scanned by the user. The
user scans these codes, reviews data requested, and decides whether to approve or deny
the request.

4.3 GSMA Mobile Connect

Mobile Connect [24] is a secure universal login solution proposed by GSMA, an associa-
tion of mobile operators. Mobile Connect matches users to their mobile phone numbers
and allows them to log in to websites. Its login mechanism is based on OpenID Connect.
Mobile Connect is mainly a third party login module, instead of a full-fledged identity
system.

4.4 Sovrin

Sovrin [25] is a decentralized identity network. It allows people and organizations to
create portable, self-sovereign digital identities controlled by the owners. The Sovrin
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Identity Network (SIDN) consists of multiple, distributed nodes located around the
world. With each node has a copy of the ledger, the nodes are hosted and administered
by stewards. Once identity attributes are requested and granted, relying party can
verify its correctness by the digital signature of its attestant. With distributed manage-
ment, Sovrin may guarantee the integrity and security of identity attributes and avoid
tampered identity. Sovrin makes itself a reliable source which is robust to system fail-
ure, resilient to hacking, and immune to subversion by hostile entities. A disadvantage
of Sovrin is that it relies on people being responsible for determining whether or not to
trust something. As an open source public identity network, the identity information
on it does not have authoritative credibility. How well it works depends on the user ex-
perience and whether people understand what is being asked of them. [26] The solution
proposed by IDHub is to work with the real world authoritative attestation providers
such as governments and banks. These authorities can enhance the credibility of the
system significantly.

4.5 uPort

uPort [27] is an Ethereum-based smart contract system. The uPort technology consists
of three main components: smart contracts, developer libraries, and a mobile app. The
mobile app holds the users keys. Smart contracts form the core of the identity and
contain logic that allows users recover their identity when mobile device is lost. The
developer libraries help developers integrate uPort into their apps. A core function of
a uPort identity is that it can digitally sign and verify a claim, action, or transaction.
Identities are capable of updating this file themselves, such as adding a photo or a friend,
or granting others temporary permission to read or write specific files. Since they can
interact with blockchains, uPort identities can also control digital bearer assets such as
cryptocurrencies or other tokenized assets.
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5 Ecosystem

5.1 IDH Token

The primary usage of the IDHub token (IDH) is to prove the identity of a user, offer an
incentive for attestants to make attestations, and allocate storage for identity attributes.
The maximal total supply of IDH will be 500 million, with 44% being distributed to
crowdsale participants and 16% being distributed to pre-sale participants. The founding
team will receive a share of 20%, which will be vested for 4 years. 10% of the tokens will
be allocated to the IDHub Foundation fund to be used for research and development,
administration, community operation, market penetration, and legal consultancy. The
early backers will hold a share of 10%.

Figure 8: IDH Token Distribution

5.2 Attestation

The token IDH flows to value providers. Holders are those who claim some attributes
that they own. A claim is reliable and valuable if it is endorsed by third parties.
Attestants validate the claims and issue attestations to holders while holders rewarding
attestants with IDH. Inspectors request endorsed claims from holders and pay them
IDH. Inspectors may verify the attestations themselves or pay verifier to verify the
effectiveness of the attestations. The token IDH flows from inspectors to holds to
attestants. IDHub offer an incentive to the attestants since they make IDHub ecosystem
more trustworthy and valuable.
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5.3 Loan

Reputation is a decisive attribute of an identity. The person who owns a good repu-
tation or a high credit score may enjoy a lower interest rate when applying for a loan.
Accurate credit score evaluation requires substantial amount of data for training model.
A strength of IDHub over competitors is the quantity and quality of user data. Unlike
competitors who evaluate credit scores solely on transaction records of users, IDHub
has additional data sources from attestations, daily behaviors, and interactions among
identities. This yields a holistic view of reputation of an identity. Based on the credit
score evaluated, IDHub may suggest a proper range of interest rate when reviewing a
loan application of the user. A major concern of lenders is default risk. IDHub sup-
ports group lending or the securitization of loans to reduce the risk. A mechanism of
loan insurance will be considered if lenders demand further safety in the future. For
the convenience of borrowers, IDHub provides automatic exchange of IDH and local
currencies. Borrowers may repay the loan with local currencies if they wish.

5.4 Gamification

User experiences are enhanced by gamification. The roles that users play are them-
selves. To advance to the next level, users strengthen their roles by learning new
skills, making new friends, visiting new places, or doing exercises. Daily task is an
easy task to earn experience each day, such as submitting a copy of an invoice. Users
are rewarded with badges when their experience reaches certain level. Appraisals and
equipments are acquired by spending IDH. The profile of user is visualized as radar
chart. Each axis represents an attribute type. Health axis includes running distance,
calories burned, weight, blood pressure, and electronic medical records. Connection
axis includes colleagues, classmates, family tree, and friends on Facebook, LinkedIn, or
Twitter. Property axis includes certificate of deposit, securities passbook, ownership of
land, and cryptocurrency wallet address. Credit axis includes transaction, credit card,
tax, criminal, and loan records. Skill axis includes Cousera certificates and GitHub
commits. Value axis includes the product or service that user provides and posts on
IDHub forum. Traveling axis includes cities visited and accommodation record. For
privacy concern, user decides which axes to disclose.

5.5 Advertising

Advertisers suffer losses from frauds and consumers are annoyed by privacy breaches.
IDHub can help both of them and reshape the advertising industry. Malicious bots
trigger impression or click frauds to harvest from advertising campaigns. Advertisers
pay for fake clicks which yield zero results. The privacy data of consumers are sold for
profit forcibly. The solution proposed by IDHub is to share advertising revenues with
consumers. Consumers decide whether they will read advertisements, and they will be
rewarded with IDH if they do. If consumers purchase through clicked advertisement,
they earn even more IDH. For advertisers, the nightmare of ineffective expenditures is
over. Each IDHub user is verifiable human, not bot. Advertisers are charged only when
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authenticated users browse or click their advertisements. Consumers browse advertise-
ments voluntarily and proactively since they have a share of the revenue. An additional
advantage that advertisers gain is precise marketing. The identity attributes of IDHub
users are attested and the correctness of data forms a solid foundation of user prefer-
ences discovery. Both consumers and advertisers are benefited in this win-win situation
created by IDHub ecosystem.

5.6 Business model

The core business of IDHub is identity verification. The extended business scope in-
cludes loan (based on credit score) and advertisement (based on authentic identity).
Our value proposition is to reduce the cost of identity verification. The inspectors can
save their time by buying the attestations they need. The attestants are rewarded with
the token IDH since they provide credible data and increase the value of system. The
users have full control over their identities and their privacy is protected. Our key part-
ners are attestant, community, lender, and advertiser. The community members are the
early adopters of IDHub and they contribute to our GitHub repository. Besides identity
verification, transaction is another key activity. The transaction records of users serve
as a basis for their credit score evaluation. The dominant resource is attestation. The
connection with the attestants is also important since the more attestants we have, the
more powerful the ecosystem becomes. The targeted customers are attestation holders,
inspectors, and advertisers. To maintain customer relationships, we have loyalty pro-
gram which provides bonus or discount. Gamification is used to enhance user experience
and customer engagement. The channels we used to reach potential users are meetup,
roadshow, media, and referral program. The main costs are marketing, product de-
velopment, and administrative costs. Our revenue streams comprise authorization fee,
loan fee, and advertising fee.

The business model canvas of IDHub is summarized in Figure 9.
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Figure 9: Business model canvas

6 Compliance

6.1 European Union Data Protection Directive of 1995

Known as Directive 95/46/EC, European Union Data Protection Directive is a reg-
ulation to protect personal data and privacy of European Union citizens. Directive
95/46/EC is founded on seven principles: 1) Subjects whose data is being collected
should be given notice of such collection. 2) Subjects whose personal data is being
collected should be informed as to the party or parties collecting such data. 3) Once
collected, personal data should be kept safe and secure from potential abuse, theft, or
loss. 4) Personal data should not be disclosed or shared with third parties without con-
sent from its subject(s). 5) Subjects should be granted access to their personal data and
allowed to correct any inaccuracies. 6) Data collected should be used only for stated
purpose(s) and for no other purposes. 7) Subjects should be able to hold personal data
collectors accountable for adhering to all seven of these principles.

6.2 Health Insurance Portability and Accountability Act of 1996, HIPAA

HIPAA regulates the healthcare industry in the United States. The main modules of
HIPAA are privacy of patients, exchange of electronic medical record (EMR), immutable
of EMR, and storage of EMR. IDHub protects the privacy of patients through OpenPDS
and supports storage and immutable of EMR through blockchain. Terminology used in
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the exchange of EMR shall compile with Health Level 7 (HL7) standard. Traditional
insurance claim application requires full medical record of insurant. IDHub can satisfy
the need of insurance claim application without disclosing medical record. Therefore,
IDHub implements a more rigorous approach than what HIPAA regulations demands.
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7 Team

Doer Qu
Founder

Council member of Connected
City Advisory Board (CCAB)

Kenneth Chen
Technical Director
Former CTO of APTG
Co-Founder & CTO of
Genie Networks Ltd.

Xiaoyu Li
Core Developer

Don Hsieh
Core Developer

Jamie Lin
Core Developer
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Zeqian Yao
Developer

Jiaqi Li
Developer

Michael Wang
Business Development

Cecilia Wu
Marketing Director

Leo Cao
Marketing Manager

Derek Xue
Marketing & PR Manager

Lekch Tasya
Community

8 Conclusion

IDHub helps migrant workers, refugees, or economically disadvantaged by providing
ubiquitous accesses to their digital identities. Having a digital identity, economically
disadvantaged can access to social welfare directly without the deprivation from inter-
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mediary. User data are secured by the transparent, immutable, and robust blockchain
architecture. Privacy protection is guaranteed via Merkle trees which realizes the least
disclosure principle.
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