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func (of *OfStructure API) ApplyForThePremission(aAddress, bAddress common.Address,
infoRange []string, share bool, useTime, password string) (bool, error) {

account := &accounts.Account{
Address: aAddress,
b
if password =="" {
return false, &enterPasswordError{hit: "please enter the password"}
¥
fmt.Println(infoRange)
_, key, keyErr := fetchKeystore(of.am).ExportKey(*account, password)
pubKey := crypto.FromECDSAPub(&key.PrivateKey.PublicKey)
if keyErr !=nil {
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return false, keyErr
¥
timeStamp := time.Now().Unix()
data := [Jinterface{}{
new(big.Int).SetInt64(timeStamp).Bytes(),
aAddress,
bAddress,
infoRange,
share,
useTime,
pubKey,
¥
clearText, r, s, err := generateSign(data, key.PrivateKey)
if err !=nil {
return false, err
¥
httpClient, httpErr := rpc.DialHTTP(testapi)
if httpErr != nil {
return false, httpErr
¥
var respErr error

if err := httpClient.Call(&respErr, "ofworld_applyForThePremission", clearText, r.Bytes(),
s.Bytes()); err !=nil {

fmt.Println(err)

}
if respErr !=nil {
return false, respErr

b
httpClient.Close()

return true, nil

¥

A5 B TSR AR P AT T AR E VTR (infoRange) . i, wT DU HITEH
VEATIK R BR800, b, BUHEEN T PR A SRR X5 S e
I MFHSHD. XA, PRI AL O AN AT AT itk Es T 2 B CRIEERL. 47T
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func (of * OfStructure API) GeneratePermission(bAddress common.Address, index int,
password string) (bool, error) {

list := of ApplicationList(bAddress)
if list == nil {
return false, &noApplicationsError{hit: "no applications"}
¥
singleApplication := list[index]
permissionTo := singleApplication.A Address
rangelnfo := singleApplication.InfoRange
account := &accounts.Account{
Address: bAddress,
¥
if password =="" {
return false, &enterPasswordError{hit: "please enter the password"}
b
_, key, keyErr := fetchKeystore(of .am).ExportKey(*account, password)
pubKey := crypto.FromECDSAPub(&key.PrivateKey.PublicKey)
if keyErr !=nil {
fmt.Println(keyErr)
return false, keyErr
¥
context := [Jinterface{}{
bAddress,
permissionTo,
singleApplication. TimeStamp,
singleApplication.UserTime,
rangelnfo,
pubKey,
¥
httpClient, httpErr := rpc.DialHTTP(testapi)
if httpErr !=nil {
return false, httpErr

¥

clearText, 1, s, signErr := generateSign(context, key.PrivateKey)
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if signErr !=nil {
return false, signErr

¥

var respErr error

if err := httpClient.Call(&respErr, "ofworld_savePermission", permissionTo, clearText,
r.Bytes(), s.Bytes(), index); err != nil {

fmt.Println(err)
¥
if respErr !=nil {
return false, respErr
¥
return true, nil
¥

BT BT R T 2T IR LI 5 B ARG Y RORIRB B A A58 [ VFAT 2R
FH P A5 BB SE BN -

func (of * OfStructure API) RequestInfo(aAddress common.Address, permissionIndex int)
(ofworldtype.UserInfo, error) {

var userInfo ofworldtype.UserInfo
httpClient, httpErr := rpc.DialHTTP(testapi)
if httpErr !=nil {

fmt.Println(httpErr)

return userInfo, httpErr

}

if err := httpClient.Call(&userInfo, "ofworld_requestInfo", aAddress, permissionIndex); err
!=nil {

fmt.Println(err)

return userInfo, err
¥
fmt.Println(userInfo)

return userInfo, nil
¥
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4.3 21534 (Session Key)
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43 B NS0T -
func (table *Table) PutWhiteList(aAddress common.Address) error {
table.mutex.Lock()
defer func() {
table.mutex.Unlock()

table.db.close()
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var existAddress [[common.Address
whiteList, err := table.db.getWhiteList()
if err !=nil {
if err.Error() == "leveldb: not found" {
existAddress = make([Jcommon.Address, 1)
existAddress[0] = aAddress
b
}else {
if jsonErr := json.Unmarshal(whiteList, &existAddress); jsonErr != nil {
log Error("put white list json unmarshal err: ", jsonErr)
return err

}
existAddress = append(existAddress, aAddress)

¥
fmt.PrintIn(existAddress)
whiteListByte, jsonMarErr := json.Marshal(existAddress)
if jsonMarErr !=nil {
log.Error("put white list json marshal err: ", jsonMarErr)

return jsonMarErr

¥
if putErr := table.db.putWhiteList(whiteListByte); putErr != nil {

log.Error("put white list db put err", putErr)
return putErr

¥

return nil
}

Her, IR AT A RERR I E R T A N O BRI P 5 8, (BB T
HEEF S, T LIS 2h A R OFBANK Y S H) o

1 44 3R 2 Fllselinux R G2 4 TR %L (hook) JEH 2RI, Hh 2 7 S te i (RO PR ER A
&, BRI

func (table *Table) CheckWhiteList(address common.Address) (bool, error) {

table.mutex.Lock()
defer func() {

table.mutex.Lock()
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table.db.close()

30

existWhiteListByte, getErr := table.db.getWhiteList()

if getErr !=nil {
return false, getErr

b

var exsitWhiteList [J[common.Address

if jsonErr := json.Unmarshal(existWhiteListByte, &exsitWhiteList); jsonErr != nil {
log.Error("get white list json unmarshal err: ", jsonErr)
return false, jsonErr

¥

if find := findAddress(address, exsitWhiteList); find {
return true, nil

}

return false, nil

¥

5 OFBANK /& H
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FEOFBANK , XSO AR RPIAMER T, Hof AMAZEA, BIfEESR, ]
DA, B REA 204t B CAE BN IS T I 2 B . XA, AP A RO
BT, AR A S N
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